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i. Write short notes ea:

a  What 15 a ficewall in information secunty,?

b What 1s an intrusion detection systiem in informa.or o, -
¢ What is penetration testing m information secarmh”

d  What is cyber law?

¢ What s a cvber crime?

f What s cyber stalking?

B What 1s identity theft?

h  What is hacking?

t  What s phishing?

; What 1s malware?
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What are

Nechion acht::jmn threats 1o database secwrity, such as wauthorized acorss. SO

¢ Some beg p;acl data cakape. and how can they be provented or mdsgate.” Whi

data masking_ and h::‘ﬁ for secunng databmses, such as access control ener ptaon. and
. W Can they be implemented i different types of database syviteme”
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131 ") .
ac Weated” How can organizations balance the need for ety with the
Cessibility and usabshity of their data”

4 W ;
h.;::‘;" ;;:;?j:d Access Control (RBAC) m mformatson securtty, and haw does ;
responsibrltes? *: "l“'“gc ac!:c'ss _ro thew resources based on 10l functone and
Discres s own - RBAC different from other access control models wxh 4
g Jonary Access Control (DAC) and Mandatory Access Control (MAC )
<

What are Denial-Ot-Service (DoSY attacks and rootkits in infarmation securdy and b
do they work to disrupt or compromise the avalability, imtegnty. and confidentmin, f
data and systems” What are some common types of DoS atiacks such as Nood:ne
amplification, and distributed DoS (DDoS), and how can they be prevented or mtagaied”

SECTIONC

6 What s the role of IDS m degscctng potential socunity breaches, and what ase the déferon:
npes of IDS used to monsior netwark traffic and system actwaty? What are seme bes
practices for mplementing 2 firewall and IDS 1 an organization, and how cam they e
used twogether w improve overal! security posture?

What are cnptographuc zigorthms, and how are they used m mformatma secunt o
piotect data confidentmality  mtcgniv, and authenticity? What zre the differet nopes ol
rypograptic algonthms, and what e thew strengths and WETRNTSSCS

) I

5 How com mny pn!u‘::s h: cllectively communicaied and enforced ghrooghseut 30
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